
 

Saint Leo University   

  

COM 510   

Principles of Cybersecurity Management   

   

   

Course Description:   

Information security is an essential part of any business plan, and managers need to be aware of 
the principles and methodology of managing information security. This course provides an 
indepth view of the management of information security for government, corporations, and other 
institutions. Students will develop information security plans for sample organizations.   
   

Prerequisite:    

None   

   

Textbooks:    

   

Whitman, M. & Mattord, H. (2019). Management of information security (6th ed.). Boston, MA: 

Cengage. ISBN# 978-1337-405713   

Or 

Cengage Unlimited Subscription- This subscription will provide you with the eBook and MindTap 

needed for the course. Management of Information Security (6th ed.). 

   

    

Learning Outcomes:   

Upon completion of this course, students will be able to:   

1. Describe and explain the terminology involved in the management of information security.    

2. Explain and perform the planning task required in information security planning to include 

planning for security and planning for contingencies.    

3. Explain and develop policies, programs, and management models and practices for 

management of information security.    

4. Explain and develop information protection methodologies through risk assessment, risk 

management and control, and protection mechanisms.    

5. Explain and develop information security management policies and procedure for dealing with 

people and projects including personnel and security, law and ethics, and security project 

management.    

6. VALUES OUTCOME: To achieve success in information security a high degree of integrity 

and respect for privacy is required. It is necessary for the security analyst to be discrete and 

not to exploit the discovered vulnerabilities of an organization. These core values are inherent 

to this course and frequently come up in discussions.   

   

Core Value:   

The Mission Statement and Core Values of Saint Leo University are fundamental to all courses.  

The core value of integrity will be evaluated during Module 4 by having students perform in group 

discussions and by evaluating members’ contributions to the team.   

   



 

Integrity: The commitment of Saint Leo University to excellence demands that its members live its 

mission and deliver on its promise. The faculty, staff, and students pledge to be honest, just, and 

consistent in word and deed.   

   

Evaluation:    

In determining the grades, the following weights will apply:   

           Discussion/Participation (7)               10.5%    

  Summary Paper         3%   

  Exercises (7)           27%   

  Midterm Exam          20%   

  Final Exam            20%   

   Security Assessment Project       19.5%   

  Total             100%   

   

Grading Scale:   

         Grade      Score (%)   

   A     95-100   

   A-     90-94   

   B+      86-89   

   B      83-85   

   B-     80-82   

   C     75-79   

   F     Below 75   

   

Exercises:    

For this course, you will complete 7 assigned sets of exercises from the text. Work must be 

submitted to the appropriate Dropbox no later than the dates indicated in each of the modules. 

Submitted assignments must include all relevant answers.   

   

Discussion Questions:     

Modules 1-7 include a discussion assignment. For each discussion topic, you are required to post 

an initial question, as well as post two substantial responses to at least two classmates.    

   

Summary Paper:    

For this assignment, you will need to find a recent article on cyber attack or on a cybersecurity 
breach and write a summary of the article (in APA format) describing the issue and cause, and 
list recommendations for how such an incident can be prevented in the future. This assignment 
must be submitted to the Summary Paper Dropbox no later than Sunday 11:59PM EST/EDT of 
Module 1.    

   

Security Assessment Project:    

During Module 4, you will be assigned a project that will require you to carry out a security self 

assessment of an organization. Final project file should be submitted to the Dropbox no later 

than 11:59 PM Sunday EST/EDT of Module 7. View the Project Guidelines link for further 

instructions.    



 

   

  

Exams:    

This course contains two 40-question multiple-choice exams; a midterm in Module 4 and a final in 

Module 8. These exams are intended for you to demonstrate your mastery of the material.     

   

Attendance Policy:   

Students are expected to view the course modules in the week they are offered and to log on to 

the course often enough to remain abreast of any communications from the instructor. It is the 

student’s responsibility to be aware of what is happening in the class online.   

   

Late Policy:   

All work must be submitted on time. Exceptions must be documented and acceptance is at the 

discretion of the faculty member.   

   

Students with Disabilities:   

Saint Leo University is committed to a policy which provides an equal opportunity for full 

participation of all qualified individuals with disabilities in accordance with the Americans with 

Disabilities Act. Appropriate academic accommodations and services are coordinated through the 

Office of Disability Services. Students with disabilities who require accommodation should contact 

the office as soon as possible via email: ADAOffice@saintleo.edu or telephone: (352) 588-8464. 

For additional information, students may access the Policy and Procedure Manual through the 

Saint Leo website.   

   

Academic Honor Code:   

The Academic Honor Code is published in its entirety in the Saint Leo University Catalog. The 

first paragraph is quoted below:   

   

Saint Leo University holds all students to the highest standards of honesty and personal 
integrity in every phase of their academic life.  All students have a responsibility to uphold the 
Academic Honor Code by refraining from any form of academic misconduct, presenting only 
work that is genuinely their own, and reporting any observed instance of academic dishonesty 
to a faculty member.   

   

It is the responsibility of every member of the faculty and student body to cooperate in supporting 

the Honor Code. Academic misconduct includes but is not limited to the following categories:   

   

Cheating   

• Providing or receiving academic work to or from another student without the permission of 

the instructor/professor.     

• Buying or selling academic work.   

• Violating test conditions.   

• Forging academic documents.   

• Copying computer programs.    

   

Plagiarism   



 

• Stealing and passing off the ideas and words of another as one's own or using the work of 

another without crediting the source whether that source is authored by a professional or 

a peer.    

• Submitting an article or quoted material from a periodical or the internet as one’s own.    

• Retyping or re-titling another student's paper and handing it in as one’s own.   

Intentionally or unintentionally failing to cite a source.   

   

Complicity   

• Helping another student commit an act of academic dishonesty.   

   

Misrepresentation   

• Resubmitting previous work, in whole or in part, for a current assignment without the 

written consent of the current instructor(s).   

• Having another student complete one’s own assignments, quizzes, or exams.  Lying to a 

professor.   

• Fabricating a source.   

   

Please refer to the Saint Leo University Academic Catalog for more information on the Honor 

Code and procedures for adjudication.   

   

         

Course Schedule:    

   

Module 1   

   

   Introduction to Information Security Management   

Objectives      When you complete this module, you should be able to:   

• Explain the importance of information technology.   

• Determine the person responsible for protecting an organization's 

information assets.   

• Examine the key characteristics of information security.   

• Examine the key characteristics of leadership and management.   

• Distinguish information security management from general 

management.   

Assignment Overview   

   

Items to be Completed:   Due No Later Than:   

Post an introduction to the class   Thursday 11:59 PM EST/EDT   

Read the assigned materials     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Submit Module 1 Exercises   Sunday 11:59 PM EST/EDT   

Submit Module 1 Summary Paper   Sunday 11:59 PM EST/EDT   

         



 

    Module 2   

   

  Planning   

Objectives      When you complete this module, you should be able to:   

• Discuss the importance of planning and describe the principal 
components of organizational planning.   

• List the principal components of information security system 

implementation planning as it functions within the organizational 

planning scheme.   

• Assess the need for contingency planning.   

• Explain the major components of contingency planning.   

   

Assignment Overview   

   

   

Items to be Completed:   Due No Later Than:   

Read the assigned materials     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Submit Module 2 Exercises   Sunday 11:59 PM EST/EDT   

   

 

 

Module 3   Policy and Security Program   

   

Objectives   When you complete this module, you should be able to:   

   

 Define information security policy and define its central role in a 

successful information security program.   

 List the three major types of information security policy and explain 

what goes into each type.   

 List and explain the functional components of the information security 

program.   

 List and describe the typical job titles and functions performed in the 

information security program.   

 List the components of a security education, training, and awareness 

program and explain how organizations create and manage these 

programs.    

   

Assignment Overview   

   

Items to be Completed:   Due No Later Than:   

Read the assigned materials     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Submit Module 3 Exercises   Sunday 11:59 PM EST/EDT   



 

  Module 4   

   

   Management Models and Practices   

Objectives      When you complete this module, you should be able to:   

• Select appropriately from the dominant information security 

management models, including U.S. government sanctioned models, 

and customize them for your organization's needs.   

• Utilize the fundamental elements of key information security 

management practices.   

• Explain emerging trends in the certification and accreditation of U.S. 

Federal IT systems.   

 

Assignment Overview   

Items to be Completed:   Due No Later Than:   

Read the assigned materials     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Submit Module 4 Exercises   Sunday 11:59 PM EST/EDT   

Complete Midterm Exam   Sunday 11:59 PM EST/EDT   

Begin working on Security Assessment Project   
Sunday 11:59 PM EST/EDT of 

Module 7   

   

 

 

Module 5   

   

   Risk Management  

Objectives      When you complete this module, you should be able to:   

 

• Define risk management and its role in the organization.   

• Utilize risk management techniques to identify and prioritize risk factors 

for information assets.   

• Assess risk based on the likelihood of adverse events and the effects 

on information assets when events occur.   

• Select the most appropriate risk mitigation strategy in order to control 

risk effectively.   

• Examine existing conceptual frameworks in order to evaluate risk 

controls, and formulate a cost benefit analysis.   

Assignment Overview   

Items to be Completed:   Due No Later Than:   

Read the assigned materials     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Submit Module 5 Exercises   Sunday 11:59 PM EST/EDT   

Continue working on Security Assessment Project   
Sunday 11:59 PM EST/EDT of 

Module 7   



 

   

   

Module 6   

   

   Protection Mechanisms and Security Maintenance  

Objectives      When you complete this module, you should be able to:   

 Identify the key factors involved in monitoring the external and internal 
environment 

 Explain how to build readiness and review procedures into information 
security maintenance 

 Describe the various access control approaches, including 
authentication, authorization, and biometric access controls 

 List and discuss the various types of firewalls and the common 
approaches to firewall implementation 

 Explain cryptography and the encryption process, and compare and 
contrast symmetric and asymmetric encryption 

 
Assignment Overview   

Items to be Completed:   Due No Later Than:   

Read the assigned materials     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Submit Module 6 Exercises   Sunday 11:59 PM EST/EDT   

Continue working on Security Assessment Project   
Sunday 11:59 PM EST/EDT of 

Module 7   

   

Module 7  Law and Ethics    

Objective When you complete this module you should be able to: 

• Distinguish between law and ethics.   

• Identify major national and international laws that relate to the practice 

of information security.   

• Access current information on laws, regulations, and relevant 

professional organizations.   

• Practice basic project management.   

Assignment Overview   

   

Items to be Completed:   Due No Later Than:   

Read the assigned materials     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Submit Module 7 Exercises   Sunday 11:59 PM EST/EDT   

Submit Security Assessment Project   Sunday 11:59 PM EST/EDT   

   

 



 

 

Module 8  Review  

  

Objective When you complete this module you should be able to: 

  

 Reflect on all learning objectives to prepare for the Final Exam.   

 Review assigned chapters for the Final Exam.   

 Propose improvements to the information security system in the form of an action plan.   

Assignment Overview     

Items to be Completed:   Due No Later Than:   

Reflect on the course objectives     

Post an initial response to the discussion question   Thursday 11:59 PM EST/EDT   

Post responses to at least two classmates   Sunday 11:59 PM EST/EDT   

Review the textbook to prepare for the Final Exam     

Complete the Final Exam   Sunday 11:59 PM EST/EDT   

   


